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RESEARCH 
COMPLIANCE 
REGULATIONS



45 CFR 164.508(a)(1)

A covered entity may not use or disclose 
protected health information without an 
authorization that is valid under this 
section. When a covered entity obtains 
or receives a valid authorization for its 
use or disclosure of protected health 
information, such use or disclosure must 
be consistent with such authorization.

Presenter Notes
Presentation Notes
The most commonly known regulation is the HIPAA privacy rule.

A covered entity (ie: health care providers, hospitals, health plans, healthcare clearinghouses, business associate contract) may not use or disclose protected health information or PHI without a signed HIPAA authorization. And when the covered entity obtains/receives a valid signed HIPAA authorization, such use or disclosure must be consistent with the authorization.

So many people are familiar with signing a HIPAA authorization for clinical care. This is also needed when PHI will be used for research purposes. The HIPAA authorization is embedded into the informed consent document. Adults can sign HIPAA authorizations for themselves and their children. A minor can sign HIPAA authorization for their child. 

"Individually identifiable health information" is information, including demographic data, that relates to:
the individual's past, present or future physical or mental health or condition,
the provision of health care to the individual, or
the past, present, or future payment for the provision of health care to the individual,
and that identifies the individual or for which there is a reasonable basis to believe it can be used to identify the individual.





45 CFR 164.512(i)(1)(i)

A covered entity may use or disclose protected 
health information for research, regardless of the 
source of funding of the research, provided that 
the covered entity obtains documentation that an 
alteration to or waiver, in whole or in part,  of the 
individual authorization required by § 164.508 for 
use or disclosure of protected health information 
has been approved by an IRB or Privacy Board.

Presenter Notes
Presentation Notes
Here at Augusta University, the IRB serves as the privacy board and is allowed to grant waiver of HIPAA authorization. Waiver HIPAA authorization can be granted for the entire study (ie: retrospective chart review) or partially for a certain aspect of the study (ie: names and telephone #’s for recruitment purposes).

A letter is issued that indicates if the waiver was approved and for what use. When submitting a request for waiver of HIPAA authorization, be sure to list all the PHI elements that will be accessed/used for research.



IDENTIFIERS

• Names
• Phone numbers
• Fax numbers
• Email addresses
• Social Security numbers (including scrambled SSNs)
• Medical record numbers
• Health plan beneficiary numbers
• Account numbers
• Certificate/license numbers

Presenter Notes
Presentation Notes
Most people think of identifiers as being a person’s name, date of birth, telephone number. However, there are so many other elements that are considered identifiers. These include:



IDENTIFIERS

• Vehicle identifiers & serial numbers including license plate 
numbers

• Device identifiers & serial numbers
• URLs
• IP addresses
• Biometric identifiers, including finger & voice prints
• Full face photographic images & any comparable images
• All geographical subdivisions smaller than a state, including 

street address, city, county, precinct, zip code, and their 
equivalent geocodes, except for the initial 3 digits of a zip code



IDENTIFIERS

• All elements of dates (except year) for dates directly 
related to an individual, including birth date, admission 
date, discharge date, date of death

• Any other unique identifying number, characteristic, or 
code (note this does not mean the unique code assigned by 
the investigator to code the data)



45 CFR 46.111(a)(7)

When appropriate, there are 
adequate provisions to protect 
the privacy of subjects and to 
maintain the confidentiality of 
data. 

Presenter Notes
Presentation Notes
The regulations require that the IRB confirm that there are adequate provisions to protect the privacy of subjects and confidentiality of the research data. This is one of the criteria for approval.




21 CFR 56.111(a)(7)

When appropriate, there are 
adequate provisions to 
protect the privacy of 
subjects and to maintain the 
confidentiality of data. 
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Presenter Notes
Presentation Notes
This applies to research studies that do not involve access to or collection of Protected Health Information If a researcher plans to collect personal identifiable information, they must have a plan to safeguard the data. 

https://guides.uflib.ufl.edu/consumerhealth/drugs
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ICH GCP 1.6

The confidentiality of information that 
could identify participants should be 
protected in accordance with applicable 
privacy and data protection 
requirements. 

Presenter Notes
Presentation Notes
ICH GCP has some information related to confidentiality and privacy. 



ICH GCP 2.12.7

The investigator/institution should 
implement appropriate measures to protect 
the privacy and confidentiality of personal 
information of trial participants in 
accordance with applicable regulatory 
requirements on personal data protection. 
Data reported to the sponsor should be 
identif ied by an unambiguous participant 
code that can be traced back to the identity 
of the participant by the 
investigator/institution. 

Presenter Notes
Presentation Notes
If a researcher plans to collect personal identifiable information (including PHI), they must have a plan to safeguard the data. 

Examples of safeguarding data 




SAFEGUARDS

Presenter Notes
Presentation Notes
If a researcher plans to collect personal identifiable information (including PHI), they must have a plan to safeguard the data. 

Examples of safeguarding data 




• Use the minimum necessary 
to address aims of study

• Store data/documents in a 
secure manner

• Control & limit access 

• Code data 

Presenter Notes
Presentation Notes
Use minimum necessary – 
Do you need names? Do you need DOB or just age? Do you need dates of hospitalization or just length of stay? Do you need the entire date or will the year suffice?

Storage –
Use Human Research Box 
Locked filing cabinet

Access –
Does everyone need access to the data/records? Do they need to access/see identifiable information?

Use Codes –
Do you need to link data to identifiers? Or can you just code it?
Store the key separately from data so it is not easy to identify




MOST 
COMMON 
INSPECTION 
FINDINGS

• PHI was disclosed to a researcher 
without the individual’s HIPAA 
authorization or a waiver of HIPAA 
authorization.

  
• Lack of administrative and technical 

safeguards allowed for unauthorized 
access to private information

https://www.hhs.gov/hipaa/for-professionals/compliance-enforcement/examples/all-cases/index.html
https://www.hhs.gov/hipaa/for-professionals/compliance-enforcement/data/top-five-issues-investigated-cases-closed-
corrective-action-calendar-year/index.html  

Presenter Notes
Presentation Notes
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PRIVACY & CONFIDENTIALITY OF DATA

Cardiologist wants preliminary data for grant submission. Asks 
office administrator for list of patients from the electronic 
medical record to include the following data for each patient:

• MRNs
• Date of Birth
• Patient Name
• Street Address
• Phone #
• Email Address
• Insurance Status
• Dates of Hospitalization

• Reason for Hospitalization
• Drug Screening Results
• Medication List
• Dates of Clinic Visits
• Co-Morbidities

Presenter Notes
Presentation Notes
Denise is a cardiologist who has a dual appointment with the university and hospital. She is working on a NIH grant submission. To increase the chances of funding, she wanted to include preliminary data for one of the specific aims that is listed in the grant. Denise asks the office assistant to gather data from the medical record with the following:
MRNs – so she could look up any additional information needed for her analysis
DOB – to confirm that she has the right patient’s record
Patient Name 
Street Address 
Phone number
Email address
Insurance status
Dates of hospital admission to see how many times they came
Reason for hospital admission 
Drug screening results 
Med list to identify any commonalities among her patients
Dates of clinic visits to see how often they come to her clinic
Co-morbid diagnoses

The office administrator did not ask why this was needed and emailed the excel spreadsheet which included over 1200 patients to Denise. Denise then saved this on her personal computer so she can work on the grant and preliminary data analysis during her free time at home.



PRIVACY & CONFIDENTIALITY OF DATA

Colleague at UCLA is doing similar study. He 
wants to compare his data with patient data 
from the cardiologist’s clinic. The cardiologist 
sends him the spreadsheet she got from the 
assistant that she saved on her personal 
laptop.

Presenter Notes
Presentation Notes
Denise was discussing her proposed grant with a colleague at UCLA. The colleague is doing a similar study and wanted to compare his data with patient data from Denise’s clinic. Denise thinks this is a great idea and emails him the spreadsheet that she received from the admin assistant.




PRIVACY & CONFIDENTIALITY OF DATA

Cardiologist analyzing data at home on her personal 
laptop. Encounters issues with statistical analysis 
program. Daughter comes over to assist. Daughter 
recognizes several names as former classmates. One she 
is surprised to see was hospitalized for a heroin overdose. 
Daughter attends high school reunion and shares what she 
learned about their classmate. Classmate overhears and 
contacts the hospital.

Presenter Notes
Presentation Notes
Denise has been analyzing the data over the past few weeks. Yesterday, she encountered issues when the data did not load appropriately into her statistical analysis program. Denise had her daughter, Amy, come over to assist since she is very tech savvy. Denise shows Amy the excel spreadsheet and explains the issues that she is having. Amy recognized a couple of the names on the list as old high school classmates and is surprised to see that one of her classmates, Dawn, had been admitted to the hospital 3 months ago for a heroin overdose. The following weekend, Amy attends her 20th high school reunion where she told her classmates that her mom was doing research using their medical information. She then proceeds to tell them about Dawn’s hospitalization. Dawn overheard Amy talking and subsequently contacted the hospital to complain.




https://www.menti.com/ Enter Code: 5435 0936

Presenter Notes
Presentation Notes
https://www.menti.com/ Enter Code: 5435 0936
��What are some of the issues?
Conducted research without prior IRB approval
Accessed/Collected/Disclosed PHI for research purposes without signed HIPAA authorization from the patients or waiver of HIPAA from IRB/privacy board
Data was not stored appropriately
Inappropriate access/disclosure of PHI
No data use agreement was executed

Why did this happen?
Lack of training/education
Wrong hat (physician vs. researcher)
Was not thinking clearly

What could they have done to prevent this from happening?
Education
Obtain IRB approval ahead of grant writing and obtained waiver of HIPAA
Executed a DUA between institutions or sent de-identified data to the colleague
Had daughter explain how to fix or watch videos. Or use a dummy spreadsheet rather than the actual data
Stored the data in Human Research Box folder or other HIPAA compliant method




What can happen?
Loss of funding for future research since research activities were done without prior IRB approval
Researcher (and admin assistant) suspended/terminated from job
Financial loss – loss of patients
Legal liabilities - Institution would be fined and face legal consequences
Media has to be notified due to the # of unsecured records
Identity theft risk to patients
Loss of privacy 
Reputation of researcher/institution




https://www.menti.com/


• Conducted research without prior IRB 
approval

• Accessed/Collected/Disclosed PHI for 
research purposes without HIPAA 
authorization/waiver 

• Data was not stored appropriately

• Inappropriate access/disclosure of PHI

• No data use agreement was executed

Presenter Notes
Presentation Notes
What are some of the issues?
Conducted research without prior IRB approval – The preliminary data that she wanted to include in her grant.
Accessed/Collected/Disclosed PHI for research purposes without signed HIPAA authorization from the patients or waiver of HIPAA from IRB/privacy board – Her assistant accessed/disclosed PHI for research purposes unknowingly. The data was used for research purposes and not for clinical care/billing purposes.
Data was not stored appropriately – It was stored on her personal laptop. Her laptop could have gotten lost or stolen. 
Inappropriate access/disclosure of PHI – This happened twice. Once to the colleague and the other to her daughter. 
No data use agreement was executed – This should have been done to cover the sharing of identifiable date between two institutions




Tips

• Appropriate storage (ie: locked cabinet, 
Human Research Box)

• Limit access to only authorized personnel

• Use codes stored separately from data

• Use minimum data necessary

• Stop and Think!!!

This Photo by Unknown Author is licensed under CC BY-NC

https://www.pngall.com/tips-png/download/18053
https://creativecommons.org/licenses/by-nc/3.0/


THANK YOU

Heather Wilson, BS, CIM, CIP

Regulatory Compliance 
Manager

hwilson@augusta.edu 

706-721-1482

mailto:hwilson@augusta.edu
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